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Confidentiality and Data Security

Q-Man is the PCC user’s most powerful tool for accessing clinical data. When you elect to exercise this power, you also accept the responsibility to protect patient confidentiality. In order to keep sensitive patient data from falling into the wrong hands, Q-Man employs a four-level security system. Access to Q-Man is gained through your Site Manager on a need-to-know basis.

· First, an access code and a verify code are required to log on to the PCC.

· Second, you must hold a special electronic key to have Q-Man show up as a menu option.

· Third, you must have a clinical security key to view health-related attributes.

· Finally, the site manager can identify a set of secure output devices which restricts the locations where Q-Man reports can be printed.

How do you receive an access code, verify code, Q-Man key, and clinical security key? These are all assigned by your site manager.

Each time you log on to Q-Man, you will see a warning:

*************************************************************************
**      WARNING...Q-Man produces confidential patient information.     **

**   View only in private. Keep all printed reports in a secure area.  **

**       Ask your site manager for the current Q-Man Users Guide.      **

*************************************************************************
In addition, each printed report will have the name of the person who requested the report on every page. If the report gets out of a secure area, it is easy to track down the person at fault. Those printing reports for others can have a QMAN security key which allows them to indicate the name of the person for whom the report is being printed. In that way, both participants responsible for the report being generated will appear on the report cover page.

Even though an elaborate electronic security system is in place, the ultimate responsibility for maintaining confidentiality rests with you, the user. Do not ever share your access/verify codes with another user! Anyone caught doing this should have his/her PCC access privileges immediately revoked. When you receive printouts from Q-Man, treat them the same way you would treat a patient chart, psychiatric report, or letter from a consultant. Keep the reports in a secure area. Do not give the report to another person unless you are certain that this individual will maintain confidentiality. If that person breaks confidentiality, you will be held responsible! Shred each report as soon as it is no longer needed. Do not leave it on your desk, and do not file it somewhere where it might be forgotten and discovered years later.

You are subject to fines of up to $5,000 for inappropriate use or disclosure of confidential patient data. In addition to criminal prosecution, you are personally liable for punitive damages resulting from civil lawsuits. A serious breach of security could cause the entire PCC to be shut down.




Q-MAN BASICS
The PCC contains a “gold mine” of patient information. In this document, you will learn about a special “mining tool” called Q-Man which makes it easy for you to locate and extract the hidden treasures of the PCC. To hit “pay dirt,” you carry on a simple dialogue with Q-Man. This “conversation” enables you to define search criteria and generate reports.  You don’t have to have any special knowledge of the RPMS file structure to do your searches.

FUNDAMENTAL CONCEPTS AND TERMS

PCC Terms

Community:  The City or Village the patient lives in, i.e., Akutan, Bethel, Galena, Sand Point.
Facility/Location:  Location where the visit took place, i.e., Samuel Simmonds Memorial Hospital
Clinic:  This is an organized clinic in which this visit took place, i.e., Family Practice, General, Ophthalmology, Pediatrics, and Pharmacy.
Visit Type:  Tribe-638, IHS, Contract, ext.
Service Category:  Ambulatory, Hospitalization, In-Hospital, Chart Review, Telecommunications, Not Found (PHN), Day Surgery, Observation, Event (Historical), Nursing Home.
Provider Discipline/Class:  Family Practice, Nurse Practitioner, Pediatrician, etc.
Query
When you use Q-Man, your primary goal is to generate a “query.”  The query is the primary “building block” of the search.  Each query consists of four basic elements: Subject, Attribute, Condition, and Value.
Subject:
What you are looking for - patients, a specific subset of patients (infants, males, etc.) or a specific patient, register, provider(s), visit(s).

Attribute:
A distinguishing characteristic of the subject.  The relationship between the subject and attribute can be “one to one”, known as demographic or patient identifying attributes or “one to many”, known as clinical attributes

Demographic attributes (One to One Relationship)



Clinical attributes (one to many relationships)

Diagnoses, measurements, prescriptions etc.
Condition:  A logical operator like a word or symbol, i.e., =, >, <, etc. used to establish a basis of comparison.
	AFTER
	ICD NARRATIVE

	ALL
	IS

	ANY
	LARGEST

	AT LEAST _ EXIST
	LAST

	AVERAGE
	LESS THAN OR <

	BEFORE
	MODIFIER

	BETWEEN DATES (inclusive)
	NEW

	BETWEEN,AGES (inclusive)
	NULL

	BETWEEN,ALPHABETIC (inclusive)
	ON

	BETWEEN,NUMERIC (inclusive)
	PATTERN MATCH

	CAUSE OF DIAGNOSIS
	PLACE OF ACCIDENT

	CAUSE OF INJURY
	PRIMARY OR SECONDARY

	CHANGE (LAST-1ST)
	PROVIDER NARRATIVE

	CONTAINS
	RELATIVE AGE

	DATE OF INJURY
	RELATIVE DATE

	ENDS WITH
	SMALLEST

	EQUALS OR =
	SPAN (HI-LO)

	EXISTS
	STAGE

	FIRST
	STARTS WITH

	FOLLOWS
	SUM

	GREATER THAN OR >
	TOTAL NUMBER

	ICD CODE
	TYPE COUNT


Value:
A quantity or state of the attribute – it can be words, a date, or a number and it may or may not include units of measurement (250 lbs., 4+, 1/5/46, Bethel, etc.).


Q-Man Query Examples



Query of a Variety of “Patients” as Subjects










In some cases, it is possible to enter a simple request such as:

     "LIST ALL GIRLS WHO WERE BORN IN 2005"

     "FIND ALL PATIENTS WHO LIVE IN BARROW"

This doesn't always work, but it is worth a try!!

To display all choices, type '??'.  Example:  What is the subject of your search? LIVING PATIENTS // ??
SHORTCUTS

Q-Man can provide shortcuts for you when defining the subject of a search. These shortcut subjects automatically include certain attributes and values. 
For example, entering infants is the equivalent of entering the Subject as PATIENT and the Attribute/Value as AGE < 1.
	LIVING PATIENTS
	INFANTS

	What is the subject of your search? LIVING PATIENTS//
	What is the subject of your search? LIVING PATIENTS// INFANTS

	Attribute of LIVING PATIENTS: AGE
	Attribute of INFANTS:

	Condition: <
	

	Age: 1
	

	Attribute of LIVING PATIENTS:
	

	
	

	
	

	
	

	
	

	
	


As you can see in the search summary, which is printed after each query, Q-Man defines the subject “infant” as a patient less than 1 year of age. You could have entered this parameter by defining the condition of patients by age and specifying a value of less than 1 year. However, QMan provides this subject to make searches for involving “infants” easier.
Another group of patients that are predefined by Q-Man as a subject are “women”.  Example:
	LIVING PATIENTS
	WOMEN OF CHILDBEARING AGE

	What is the subject of your search? FEMALES
	What is the subject of your search? LIVING PATIENTS// WOMEN
OF CHILDBEARING AGE

	Attribute of FEMALES: AGE
	Attribute of WOMEN:

	Condition: BETWEEN
	

	Start with (and include) AGE: 12
	

	End with (and include) AGE: 45
	

	Attribute of FEMALES:
	

	
	

	
	

	
	

	
	

	
	



By now you may be wondering what your choices are for predefined (shortcut) subjects. Below is what you will see if you invoke the second level of help at the first prompt.

What is the subject of your search? LIVING PATIENTS // ??
   CRC PATIENTS
   PROVIDER
   DEAD PATIENTS
   RANDOM SAMPLE OF PATIENTS
   FEMALES
   RANDOM SAMPLE OF VISITS
   INFANTS
   REGISTER
   LIVING PATIENTS
   VISIT
   MALES
   WOMEN OF CHILDBEARING AGE
   PATIENT
   WOMEN'S HEALTH PATIENTS
SEARCH PCC DATABASE

A search is a series of queries sharing the same subject which are “and’ed” or “or’ed” together.

Example of an “And’ed” Search:
Find all patients over 60 years of age and with a blood pressure greater than 130/92 and diagnosis of obese.  




With anded, the computer will pick patients that have all the queries.  If a patient has every thing but does not have a diagnosis of obese, the computer will leave that patient out of the search.

Example of “Or’ed Search
If you want to generate a query based on tribe, you do not have the freedom to specify any tribe you can think of. In fact, the only tribes you are allowed to select are the ones already recorded in the PCC’s file of TRIBEs. If you try to select a tribe which is not in this file, you will get “beeped.” Attributes like tribe, with values which must be looked up in a table or file, are called “set-of-values” attributes. 
TRIBE is only one of many “set-of-values” attributes in the PCC. Whenever Q-Man sees this type of attribute, he does two special things. First, he assumes that the condition used in the query is always going to be “=”. Therefore, he does not ask you to specify a condition. Second, he allows you to specify more than one value for the attribute. 
For example, you could specify, three values; e.g., TRIBE = Circle Village or Arctic Village or Beaver Village.  





A group of values “or’ed” together is called a taxonomy. Taxonomies only exist for set-of-values attributes.

From a purely logical perspective, the order of the queries does not matter. If the queries of a search were like cards in a deck, you could shuffle them in any order and always reach the same outcome. This is true as long as the queries are “and’ed” together.

From the Q-Man’s point of view, the order of queries does make a difference; not because of outcome but because of efficiency. Q-Man wants to eliminate as many non-hits as possible during the first query of the search. This strategy will reduce the analytic load on subsequent queries.

The rate at which potential hits are eliminated is also influenced by how difficult it is to locate pertinent information in the data base.
Search efficiency is maximized by using the most powerful query first.
Search Template
A search template is a cohort of patients who meet all the criteria of the search.  This cohort is stored on disk and is available through Q-Man, FileMan, PGEN, and VGEN.

Tip:  For easy recall, begin the name of Search Templates with your initials.  E.g.: BRR-PTS W/ HIGH BLOOD PRESSURE VALUES
Clinical Attributes
So far we have only talked about attributes where there is a one-to-one relationship between the subject and the attribute. For example, a subject (say, a patient) can only have one current community, one Tribe of membership, and one sex. We call this class of attributes “demographic” attributes.

What about cases where there can be a “one-to-many” relationship between the subject and an attribute? This typically happens with clinical attributes. One patient can have multiple diagnoses, multiple prescriptions, multiple blood pressures, multiple weights, and so on. We call this class “clinical” attributes.

	Measurements
	Visits
	Patient Education

	Immunizations
	Diagnosis / POV
	Treatments

	Skin Tests
	Operation / Procedure
	Health Factors

	Lab Tests
	Problems
	Dental Procedure

	Exams
	Medications
	


Taxonomy
Taxonomies are predefined groups of attribute values.  For example, you can define a Current Community taxonomy which has the names of several towns where people live.  You could define a Diagnostic taxonomy which contains all the ICD codes for diabetes, etc.  Taxonomies can be saved and reused as often as you wish.  This utility lets you view preexisting templates and taxonomies prior to defining search criteria.

A group of values “or’ed” together is called taxonomy.  Taxonomies only exist for set-of-values attributes.  Multiple values of an individual attribute are “or’ed” together to form a taxonomy.  Example:





Q-Man Outputs

	Display
	Health Summaries

	Print
	Age Distribution Report

	Count
	Mailing Labels

	Cohort (Template)
	Export ASCII File to PC


Special Conditions
	Greatest
	New
	At Most n

	Smallest
	Average
	Span (High-Low)

	First n
	Sum
	Change (Last=First)

	Last n
	At Least n
	Count


Exceptional Conditions
All    (Exists)
Null   (Does Not Exist)

Any

Relative Age

Relative Date

Visit Attributes

In many searches, it is useful to take the perspective of the visit rather than the patient.  This is particularly true if you are generating workload statistics or other management reports.  The attributes of visits are:

	AFTER
	DATE VISIT CREATED
	PROCEDURE (MEDICAL)

	AMOUNT BILLED
	DIAGNOSTIC PROCEDURE (MEDICAL)
	PROVIDER

	BEFORE
	LOCATION OF ENCOUNTER
	RELATIVE AGE

	BETWEEN
	MODIFIED DATE
	SERVICE CATEGORY

	CLINIC
	ON
	THIRD PARTY BILLED

	DATE OF CPT
	POV
	VISIT TYPE

	DATE OF VISIT
	
	


Let’s look at an example.

***** SEARCH CRITERIA *****

What is the subject of your search? LIVING PATIENTS // VISIT 
Attribute of VISIT: DATE OF VISIT
Condition: BETWEEN,DATES (inclusive)

Exact starting date: 1/1/88
Exact ending date: 12/1/88
Attribute of VISIT: CLINIC

Enter CLINIC: EMERGENCY MEDICINE 30

Enter ANOTHER CLINIC:

Attribute of VISIT:
***** Q-MAN OUTPUT OPTIONS *****

Select one of the following:

1 DISPLAY results on the screen

2 PRINT results on paper

3 COUNT 'hits'

4 STORE results of a search in a FM search template

5 SAVE search logic for future use

6 R-MAN special report generator

9 HELP

0 EXIT

Your choice: DISPLAY//


A visit can also be an attribute of a patient (e.g., Find all patients who attended prenatal clinic in July, 1991.) It is simply a matter of context and perspective.
Search
A search is a series of queries sharing the same subject which are “and’ed” or “or’ed” together.

A combined “And’ed” & “Or’ed” Search





Templates vs. Taxonomies

TEMPLATES
TAXONOMIES
(1)
List of Patients
(1)
List of a specific Attribute’s associated Values

(2)
Created/Saved at the Output Screen
(2)
Created/Saved after Attribute Value Prompt

(3)
Begins With User Initials
(3)
Begins With User Initials

(4)
Utilized at the Attribute Prompt
(4)
Utilized at the Value Prompt

(5)
User Specific-Available to all Users
(5)
User Specific-Available to All Users

(6)
Actual Results of Run
(6)
Saves time entering a specific Attribute’s values


Global Functions – ALL, ANY, NULL
1. ALL – Screens Hits
Prints ONLY those Patient’s who have that Attribute’s value.

You may want to display an attribute without specifying a condition.  For example, instead of displaying only females, you may wish to display the sex of each patient without specifying, male or female.  To do this, enter the word “ALL” when prompted for a condition or value.  If the attribute exists for that patient, the query will evaluate as a hit and all results will be printed.

Subject of search: LIVING PATIENTS
Attribute of LIVING PATIENTS: PHONE NUMBER (HOME)
Value: ALL

Attribute of PATIENT:

Your choice: DISPLAY//


2. NULL – Screens Hits
Prints ONLY those Patient’s who do NOT have that Attribute’s value.

Sometimes, you may want to find patients with no attribute value. For example, “Find all patients with no date of birth recorded in the PCC.” To do this, when prompted for a condition or value, enter the word “NULL”. Q-Man understands “NULL” to be the opposite of “ALL”.

What is the subject of your search? LIVING PATIENTS //

Attribute of LIVING PATIENTS: PHONE NUMBER (HOME)
Condition: NULL

Attribute of LIVING PATIENTS:
Your choice: DISPLAY//

3. ANY – No Screening
Prints all Patient’s Attributes Value regardless if the Patient has that Attribute or Not.  Prints a Dash (-).

There are times when you wish to display every result for a given attribute including null.  To do this, enter the word “ANY” when prompted for a condition or value.  "Any" is useful for displaying demographic attribute values on a report when you are entering the demographic attribute for display and not for the purpose of screening out a patient based on that attribute's value.

What is the subject of your search? LIVING PATIENTS //

Attribute of LIVING PATIENTS: MEDICARE NUMBER

Condition: ALL// ANY

Attribute of LIVING PATIENTS:

Your choice: DISPLAY//


As you can see QMan will “think” about your query briefly, usually only a few seconds, and then display the results on your terminal screen. You may interrupt the display at any time. If you wish to stop a search as it is running (when there is no prompt on the screen), press <Control – C>. If you wish to stop a report at the screen prompt “<>” enter the “hat” ( ^ ) and then press the Return key.
Note: Control-C is strictly for emergency halts in the middle of an ongoing procedure. If you are at a prompt, use the “hat” (^) rather than Control-C.
The Startup Screen

When you select the search option from QMan’s main menu, the following message displays:

· The first line indicates the version of QMan you are using. 

· The second line confirms that you are the current user. When a patient’s name appears on a report, QMan will also print a chart number. 

· The third line tells you which facility’s chart number will be shown on your reports. 

· The last three lines indicate which areas of information are accessible to you as a user. Normally, clinical data is only available to health care professionals. If you attempt to access clinical data without proper clearance, QMan will “beep” at you and prevent you from including any clinical attribute in the query.
DELIMITED file via screen capture

Subject�
Attribute�
Condition�
Value�
�
Provider�
discipline�
is �
Registered Nurse�
�
Women�
age �
over �
40�
�
Lisa Demo�
serum glucose �
greater than �
300�
�
Patients�
tribe �
is �
Aniak Village�
�
Visit�
clinic location �
is �
Chignik�
�
Visit�
date�
since�
1/1/92�
�
Visit�
provider�
Is�
Mary Demo�
�
Patients�
diagnosis �
is �
Hypertension�
�






Provider





Age�
Date of Birth�
�
Sex�
Date of Death�
�
Tribe�
Death Age�
�
Community�
Cause of Death�
�
Classification�
Weight�
�
Service Unit of Residence�
Eligibility�
�
Blood Quantum�
Third Party Enrollment�
�






shortcut





shortcut





Case Management Register Patients





An Individual Patient Name





Random Sample of Patients





Women of Childbearing Age





Infants





Females





Males





Deceased Patients





Living Patients








Subject





***** WELCOME TO Q-MAN: THE PCC QUERY UTILITY *****





Query utility: IHS Q-MAN Ver. 2


Current user: DEMO,BETTY


Chart numbers will be displayed for: DEMO FACILITY


Access to demographic data: PERMITTED


Access to clinical data: PERMITTED


Programmer privileges: NO








longway








SUBJECT = Patients


Attribute = Tribe





	IF Circle Village


	or


	IF Arctic Village


	or


	IF Beaver Village


	Then


	“Hit”  A hit will be a patient with one of these attribute values.





“and” meaning a hit will be a patient with all of these attribute values.





SUBJECT = Patients





Attribute = Age Over 60   and


Attribute = Blood Pressure >130/92   and


Attribute = Diagnosis of Obese





If a person is a member of any of the three specified tribes, the query will evaluate as a “hit.”





A “hit” will be registered if the patient has at least one of these values.





Subject�
Attribute�
Condition�
Value�
�
Patient�
Diagnosis�
Is�
Diabetes�
�
�
�
�
Hypertension�
�
�
�
�
Glaucoma�
�






Attribute 	Sex 	Female


	AND





Attribute 	Tribe 	Akutan Village


	AND





Attribute 	COMMUNITY 	Fairbanks


	OR


	Barrow


	OR


	Cold Bay





A hit will be patients with all of these attribute values.





Sex


Tribe


Community








SUBJECT:	LIVING PATIENTS//





	ATTRIBUTE #1:	[TEMPLATE of Patients





	ATTRIBUTE #2:	COMMUNITY


	Value:	[TAXONOMY of Communities





	ATTRIBUTE #3:	DX


	Value:	[TAXONOMY of Diagnosis Codes





	ATTRIBUTE #4:








	**** QMAN OUTPUT OPTIONS SCREEN ****





	#4.	STORE results of a search in a FM SEARCH TEMPLATE





PATIENTS	ATS	PHONE (H)


(Alive)	NUMBER


--------------------------------------


DEMO,ERIC	100005	907-222-2222


DEMO,PAMELA	100009	907-333-3333


DEMO,TEST	100014	907-444-4444





PATIENTS	ATS	PHONE (H)


(Alive)	NUMBER


---------------------------------------


DEMO,LISA	999995	-


DEMO,SARAH	999997	-


DEMO,DAVID	999993	-





PATIENTS	ATS	NUMBER


(Alive)	NUMBER	NUMBER


---------------------------------------


DEMO,LISA	999995	-


DEMO,SARAH	999997	111111199


DEMO,DAVID	999993	-





Lists only patients who HAVE a home phone number.





Lists only patients who DO NOT have a home phone number.





Lists all patients WITH or WITHOUT a Medicare Number.





3/1/99�
Hypertension�
�
NOATAK�
Penicillin�
�
AMBLER VILLAGE�
192�
�
3/4�
4+�
�
5/4/02�
1:10�
�






VISIT NO. 	VISIT DATE AND TIME	CLINIC


-----------------------------------------------


18278 	JAN 1,1988@01:05 	EMERGENCY ME


30898 	JAN 1,1988@10:00 	EMERGENCY ME


30851 	JAN 1,1988@11:15 	EMERGENCY ME


<>





PLEASE, TAKE SECURITY SERIOUSLY!





Search Summary


Subject of search: PATIENTS


AGE LESS THAN 1











longway





Sensitive, confidential or electronic protected health information should NEVER be stored:


On a workstation or laptop, unless encrypted using an ANTHC-approved encryption method. 


On removable media (e.g. floppy disk, thumb, flash or "jump" drive, CD-ROM or DVD-ROM) unless encrypted, using an ANTHC-approved encryption method. 


On a handheld or personal digital assistant (PDA) (e.g. Palm, iPAQ, Blackberry, etc.) unless encrypted, using an ANTHC-approved encryption method. 





Search Summary


Subject of search: PATIENTS


AGE LESS THAN 1








Search Summary


Subject of search: PATIENTS


SEX: FEMALE


AGE BETWEEN (inclusive) 12 and 45





Search Summary


Subject of search: PATIENTS


SEX: FEMALE


AGE BETWEEN, (inclusive) 12 and 45
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